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Executive Summary

This paper examines the growing role of artificial intelligence (Al)-generated deepfakes in
shaping the information space between Kosovo and Serbia. It focuses on how manipulated
audio, video and images can be used to produce or amplify disinformation, influence public
perceptions, increase political and interethnic tensions, and undermine trust in the media
and public institutions. These risks are particularly significant in the Kosovo-Serbia con-
text, where political narratives, ethnic divisions and unresolved historical disputes make
the information environment especially vulnerable to manipulation.

The paper analyses selected cases of Al-generated or manipulated content in order to
identify the main objectives and patterns behind their use, including the potential to create
interethnic tensions, reinforce existing political narratives, discredit institutions or public
figures, and influence public opinion during periods of heightened political sensitivity. It
also assesses the preparedness of governments, media organisations, civil society and
educational institutions to identify and respond to such threats.

The paper argues that reducing the impact of deepfake-driven disinformation requires a
combination of stronger digital and media literacy, improved fact-checking and verifica-
tion mechanisms, appropriate legal and regulatory responses, and greater cooperation
among institutions, the media, civil society and international partners. Ultimately, it
provides evidence-based recommendations aimed at strengthening democratic and soci-
etal resilience against Al-enabled information manipulation in Kosovo and Serbia.
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Introduction

The rapid development of artificial intelligence (Al) is transforming the way inform-
ation is created, shared and consumed. While these technologies offer significant
opportunities, they also create new risks for the integrity of the information environ-
ment and for democratic processes (Council of Europe, 2026).

One of the most significant challenges is the growing use of Al-generated and manipulated con-
tent, including deepfakes, which can imitate a person’s voice, appearance or actions and make fab-
ricated material appear authentic (UNESCO, 2025). As synthetic media become more sophistic-
ated and accessible, distinguishing between authentic and manipulated information can become
increasingly difficult for citizens (UNESCO, 2025).

The risks associated with Al-generated disinformation are particularly serious in politically sensit-
ive and polarised environments, where manipulated content can be used to influence public per-
ceptions, reinforce existing narratives and contribute to confusion or mistrust (Council of Europe,
2026). Deepfakes can also pose risks to democratic institutions and public stability, particularly
when fabricated content involves political figures or circulates during periods of political tension or
crisis (Council of Europe, 2026).

In the context of Kosovo and Serbia, these risks require particular attention due to the sensitive
political environment, existing ethnic divisions and the continued influence of competing political
narratives.

Al-generated or manipulated content can therefore have consequences beyond ordinary misin-
formation, potentially contributing to polarisation and undermining trust in institutions and reliable
sources of information (NDI, 2024; llazi et al., 2025).
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Problem Context

The growing accessibility and sophistication of artificial intelligence have made it
easier to create and distribute manipulated audio, video and images that can appear
authentic to audiences. Synthetic media, including deepfakes, can convincingly im-
itate a person’s voice or likeness, making it increasingly difficult to distinguish
between authentic and fabricated content (Naffi, 2025).

This development presents particular risks when manipulated content is used in politically sensit-
ive environments. Deepfakes involving political leaders or public officials can be used to imperson-
ate them, manipulate public perceptions and threaten democratic processes, making authenticity
and transparency increasingly important (Parliamentary Assembly of the Council of Europe
[PACE], 2026). The problem becomes even more significant when such content circulates during
periods of political tension, when audiences may already be exposed to competing narratives and
high levels of mistrust (National Democratic Institute [NDI], 2024).

The Kosovo-Serbia information space is particularly vulnerable to these risks. Political tensions,
ethnic divisions and competing narratives can create conditions in which false or manipulated con-
tentis used to influence perceptions and intensify existing divisions. In such an environment, disin-
formation can undermine trust between communities and institutions and complicate efforts to
normalise relations between Kosovo and Serbia (llazi et al., 2025).

Tensions between Kosovo and Serbia during 2023 - including the elections boycotted by Kosovo
Serbs in April, the violent clashes between protesters and Kosovo Police and KFOR peacekeepers
in May, the detention of three Kosovo Police officers by the Serbian police in June, and the armed
attack against the Kosovo Police in Banjska in September - were key events during which the in-
formation space in Kosovo was flooded with information disorders (NDI, 2024).

Banjska case — manipulated audio

Following the 2023 Banjska attack, an audio recording was circulated claiming that Kosovo Po-
lice officers had refused to help a wounded Serbian attacker, allegedly saying “even if he dies,
nothing.” Fact-checkers found that the recording did not contain the claimed statement, mak-
ing it an example of how manipulated or misleading audio can be used to spread disinforma-
tion during a crisis (Hoti, 2023).
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Al deepfake of Donald Trump - Kosovo and Serbia

In 2025, an Al-generated video circulated on social media showing Donald Trump apparently
speaking about tensions between Kosovo and Serbia. In the video, Trump appeared to make
threatening statements towards Serbia, creating the impression that the United States would
take military action if Serbia attacked Kosovo. The video was not a genuine statement by
Trump: his appearance and voice had been manipulated using Al to make it seem as though he
had made statements that he had never actually made. The case is particularly significant be-
cause it involved a highly sensitive political and security issue in the Western Balkans. A fabric-
ated statement from a major political figure such as the US president can easily influence pub-
lic opinion, increase political tensions and create confusion about the actual position of the
United States (Sbunker, 2025).

Kurti and Hovenier - manipulated audio

The escalation of tensions in northern Kosovo in 2023 was also accompanied by the emer-
gence of Al-enabled manipulation in the information space. A notable example occurred in
June 2023, following the detention of three Kosovo Police officers by Serbian authorities and
amid heightened tensions in northern Kosovo. A deepfake audio recording was circulated on-
line, falsely presenting a conversation between Kosovo Prime Minister Albin Kurti and US Am-
bassador to Kosovo Jeffrey Hovenier. The fabricated recording portrayed the two officials as
discussing the arrest of Kosovo Serbs in the north and included statements suggesting that
the Kosovo authorities intended to arrest Serbs regardless of whether they had committed any
crime. The recording was subsequently identified as a deepfake and publicly denied by the rel-
evant authorities. According to the National Democratic Institute (NDI), the original post con-
taining the recording received more than 150,000 views, demonstrating the potential reach of
synthetic media during a period of heightened political and interethnic tensions (NDI, 2024).
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Al-generated video portraying Serbian youth supporting Kosovo’s
recognition

In October 2025, an Al-generated video circulated on social media portraying a group of Serbi-
an youth, with a young woman in the foreground calling on Serbia to recognise “the reality and
Kosovo.” The video also displayed the message “Recognize Kosoval” and presented the state-
ment as representing the views of Serbian youth. The video was found to be artificially gener-
ated: Hibrid.info identified the Sora logo in the footage, while Hive Moderation assessed a 92%
probability that the video was Al-generated. Hibrid.info therefore classified the content as de-
ceptive. The case is particularly relevant to Kosovo-Serbia relations because it demonstrates
how generative Al can fabricate a synthetic public voice and attribute a politically sensitive po-
sition to an apparently identifiable group (Rizanaj, 2025).

Rather than manipulating the statement of a real Serbian public figure, the video created an
apparently authentic scene involving ordinary Serbian youth and used it to communicate a
highly sensitive message concerning Kosovo’s status (Rizanaj, 2025).

These cases illustrate how deepfake technology can be used to fabricate political communication
and attribute to influential public figures statements that they never made. By placing fabricated
statements within an already sensitive Kosovo-Serbia context, such content can undermine trust
in political institutions, distort perceptions of government actions and further intensify existing
ethnic and political divisions. The cases therefore demonstrate that the risks associated with Al-
generated content are not merely hypothetical in the Kosovo-Serbia information space, but have
already emerged during periods of heightened political tension (NDI, 2024).

These developments demonstrate that the growing use of Al-generated and manipulated content
adds a new layer of risk to an already fragile information environment, making the ability to detect
and counter synthetic media essential for preventing further escalation of tensions and protecting
public trust in the Kosovo-Serbia context.
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Impact of Deepfakes and Al

The growing accessibility of artificial intelligence has made it easier to create real-
istic synthetic audio, images and videos, making it increasingly difficult to distin-
guish authentic information from manipulated content. This creates risks for in-
formation integrity, particularly in political and electoral contexts (UNESCO, 2025).

It is important to distinguish deepfakes from disinformation. Disinformation refers to false or mis-
leading information deliberately disseminated to deceive or influence audiences, while deepfakes
are Al-generated or Al-manipulated audiovisual content. Deepfakes can therefore be used as a
tool to produce and spread disinformation (UNESCO, 2025; ITU, 2024).

The growing use of deepfakes and Al-generated content poses significant risks to the information
environment surrounding Kosovo-Serbia relations. The National Democratic Institute (NDI) identi-
fied deepfakes and Al-generated content as an emerging form of information disorder in Kosovo
during 2023 (NDI, 2024). Deepfakes can fabricate realistic images, videos and audio recordings
that make individuals appear to say or do things that never actually occurred (UNESCO, 2024).
Such content can make it increasingly difficult for audiences to distinguish authentic information
from manipulated or synthetic material (Naffi, 2025).

The risks are particularly significant in politically polarised and ethnically sensitive environments,
where manipulated content can reinforce existing narratives and deepen social divisions (UN-
ESCO, 2024). In the Kosovo-Serbia context, the 2023 information environment demonstrated how
manipulated content could be used around politically and ethnically sensitive events, including the
crisis in northern Kosovo and tensions between the two sides (NDI, 2024).

The use of synthetic media to imitate political figures can further undermine trust in political com-
munication, because fabricated statements may appear to originate from people who hold real
political authority (UNESCO, 2024). This creates a particular risk during periods of heightened ten-
sion, when audiences may react to manipulated content before its authenticity can be verified.

Addressing these risks requires stronger institutional capacity to identify, verify and respond to
manipulated and Al-generated content. UNESCO emphasises the importance of media and in-
formation literacy in helping citizens critically assess information and recognise the challenges
created by Al-generated content (UNESCO, 2025). Public institutions should therefore invest in
media and Al literacy programmes that equip citizens with the skills needed to question sources,
verify information and identify potentially manipulated content (UNESCO, 2025). Cooperation
between state institutions, journalists, fact-checking organisations, civil society and digital plat-
forms should also be strengthened to facilitate faster identification and public clarification of sus-

09



pected deepfakes. UNESCO highlights the importance of cooperation among media actors, tech-
nology platforms and other stakeholders in promoting information integrity in an increasingly Al-
driven environment (UNESCO, 2024).

At the same time, any state response should protect freedom of expression and avoid measures
that could be used to restrict legitimate political speech. This balanced approach is essential for
ensuring that efforts to counter Al-enabled manipulation strengthen, rather than weaken, public

trust and democratic resilience.
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Conclusion and Recommendations

Al-generated disinformation and deepfakes are becoming an increasingly import-
ant challenge for the Kosovo-Serbia information space, with manipulated content
contributing to polarisation, mistrust and the spread of misleading narratives (NDI,
2024; llazi et al., 2025). The response should therefore focus on prevention rather
than reaction, by strengthening fact-checking capacities, improving Al and media
literacy, and establishing clear institutional mechanisms for the rapid identification,
verification and communication of manipulated content (SEE Check, 2026; Ajan-
ovié, 2026).

In Kosovo, the response should be coordinated through existing institutional mechanisms, with re-
sponsibilities clearly assigned among relevant state and non-state actors. The Office of the Prime
Minister should provide overall inter-institutional coordination and support the development of
protocols for the identification, verification and public communication of high-impact Al-gener-
ated disinformation. The Independent Media Commission should monitor manipulated content
disseminated through audiovisual media. The Central Election Commission should incorporate
Al-generated disinformation into election-related monitoring and response mechanisms, particu-
larly during electoral periods. The Kosovo Police should address cases in which deepfakes or other
forms of synthetic content are linked to criminal activity, fraud or cyber-enabled threats, in cooper-
ation with the competent prosecutorial authorities. Fact-checking organisations, independent me-
dia, civil society and research institutions should complement these mechanisms through inde-
pendent monitoring, verification and early warning. Relevant educational institutions and public
bodies should also strengthen Al and media literacy among journalists, public officials and young
people.

In Serbia, a comparable approach should be implemented through existing national institutions
and mechanisms. Relevant government bodies should coordinate the institutional response and
public communication, while the Regulatory Authority for Electronic Media (REM) should monitor
manipulated content disseminated through regulated broadcasters. The Republic Electoral Com-
mission (RIK) should incorporate Al-generated disinformation into election-related monitoring
and reporting mechanisms, particularly during electoral periods. The Ministry of Information and
Telecommunications should support measures related to media and digital literacy and coopera-
tion with relevant stakeholders, while the Ministry of Internal Affairs and competent cybercrime
structures should address cases involving the criminal misuse of synthetic content. Independent
fact-checking organisations, media, civil society and research institutions should provide comple-
mentary monitoring, verification and early-warning capacity.
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Given the cross-border nature of the information environment, Kosovo and Serbia should estab-
lish designated institutional points of contact within their existing institutional structures to facilit-
ate rapid information-sharing on verified or suspected Al-generated disinformation, particularly
during elections and periods of political tension. These focal points should operate through clear
reporting, verification and escalation protocols and should be able to engage, where appropriate,
with fact-checking organisations, media, civil society, researchers and relevant online platforms.

Cooperation with social media platforms should be strengthened to improve the reporting, verific-
ation and labelling of manipulated content and, where legally justified, the timely restriction or re-
moval of harmful content, while safeguarding freedom of expression and access to information.

Both sides should also provide regular training for public institutions, journalists and fact-checkers
on detecting and verifying synthetic content, while strengthening Al and media literacy among
young people. The EU Al Act (2024) and relevant European Commission initiatives provide an im-
portant reference framework for developing such safeguards.

Ultimately, building resilience against Al-generated disinformation requires
a whole-of-society approach in which national institutions retain clearly
defined responsibilities, while independent media, fact-checkers and civil
society provide independent verification and early warning, and bilateral
mechanisms facilitate rapid cross-border coordination (EEAS, 2026; llazi et
al., 2025).

In this context, strengthening resilience against Al-generated disinformation is
not only a technological challenge but a shared responsibility, essential to pro-
tecting public trust, democratic stability and sustainable relations between
Kosovo and Serbia.
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